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This essay is based on remarks
delivered at the fall 1998 meeting of
the Law School Committee of
Visitors. Much of the information in
this essay is discussed in greater
detail in Payment Systems and
Other Financial Transactions

(Aspen, 1999), and in "Searching for
Negotiability in Payment and Credit
Systems," 44 UCLA Law Review 951
(1997), both by the same author.

My story begins 30 years ago, when
consumer payment transactions were
handled almost exclusively by either
checks or cash. These devices are the most
traditional of payment systems, paperbased, passing from hand to hand for
collection, much like the negotiable
instruments of old.
The only other major payment option
was the nascent credit-card system. And
remember (if you can), at that time the
credit card was far different from what we
use now. The standard credit card of the
mid-1960s was little more than an
agreement for deferred payment between a
particular merchant and a particular
customer. Major retailers - gasoline
companies, department stores, and the like
- issued such cards to regular customers
with some objective evidence of
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far different, with
advances in
information
technology driving
what appears to be an
ineluctable trend away
from the paper-based
payment and
collection systems of
the past to electronic
payment and
collection systems.
The most interesting
part of the change is
how information
technology has
effected the rapid
alteration of our
methods of payment.
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creditworthiness. Because those early credit
cards represented person by person
arrangements between the retailers and
their customers, they did not raise any
significant logistical problems in
collections: the retailer aggregated all of the
charges and sent a monthly bill to each
customer.
At the same time, the introduction of
the first all-purpose cards (the old
BankAmericards, for example) had just
made a large advance by providing a way
for merchants to gain immediate payment
from customers unknown to the merchant.
By obviating the need for the merchant to
evaluate the credit of each of its customers,
that general credit card - the ancestor of
the modem Visa, MasterCard, American
Express, and Discover cards - provided
the first general payment system that could
serve as a significant competitor to the
traditional cash and check systems. Even
that system, however, retained the
traditional paper-based feature of the cash
and checking systems: collection proceeded
by transmission of the paper credit-card
slip from the merchant to the bank issuing
the credit card, just as collection of a check
proceeded by transmission of the check
from the merchant to the bank on which
the check was drawn.

The current world is far different, with
advances in information technology driving
what appears to be an ineluctable trend
away from the paper-based payment and
collection systems of the past to electronic
payment and collection systems. The most
interesting part of the change is how
information technology has effected the
rapid alteration of our methods of
payment. In the past, advances in
information technology have been part of
the force behind the rise of the general
purpose credit card from that small entree
30 years ago into the $700 billion-a-year
business it is now (21 percent of retail
payment transactions). But there is little
reason to think information technology will
stop changing. On the contrary, information
technology is just as likely in the next few
decades to dispatch the credit card just as
effectively, rapidly sending the credit card
the way of the trading stamp.

The rise of the
credit card
Let me start by sketching three general
ways in which information technology has
been central to the successful rise of the
credit card.
Fraud. The merchants ability to verify
the identity of the customer is central to

any non-cash payment system. In the days
of negotiability, the standard identification
system used a combination of personal
recognition and the signature. Thus, it was
expected that the merchant who accepted a
negotiable instrument or a check in the
19th century and early 20th century would
recognize the customer and require the
customer to place his signature on the
instrument. When the instrument was
transmitted to the drawee (normally, at
least by the 20th century, the bank on
which the check was drawn), the drawee
was expected to compare the signature to a
signature card bearing a specimen signature
to determine if the instrument was genuine.
Although that arrangement has a certain
quaint elegance, it has many problems. For
one thing, it pretty much rules out
transactions between complete strangers, a
problem that has increased in significance
with the rise of interstate travel throughout
this century The credit-card industry
provided the first practical response to that
problem when it adopted the technique of
requiring the genuine cardholder to place a
specimen signature on the back of the card.
Then, even if the merchant could not
directly identify the customer, the
merchant could verify the identity of the
customer by comparing the signature of

the customer at the time of the transaction
to the signature on the back of the card.
That approach apparently provides enough
comfort to permit transactions between
strangers to begin to proceed, but it
obviously has some severe problems. For
one thing, it doesn't take Professor
Moriarty to figure out that forgery of a
signature on a credit-card slip is fairly easy
to pull off when the thief can steal the
credit card that contains the specimen
signature on its back. Moreover, given the
frequency with which consumers fail to
sign the back of their cards (or allow the
signature to wear away from the card), the
thief often can add his own signature as the
apparent specimen signature.
That relatively intractable problem,
however, can be ameliorated significantly
through the application of information
technology. In the modem era, the
approval of the signature has become an
insignificant part of the authorization of the
transaction. Instead, the issuer typically
requires the merchant to obtain a
contemporaneous on-line authorization
from the issuer before completing the
transaction. As part of that transaction, the
merchant transmits to the issuer
information that identifies the merchants
location and its type of business, the card
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ust as information
technology fueled the
rise of the credit card
in the last three
decades, it is likely in
the next few decades
to bring competing
systems to the fore
unless the credit-card
industry adapts to
the dynamics of
economic activity in
the 21st century.
Although any
discussion of these
new systems is
largely speculation at
this point, the
difficulties with
existing credit-card
systems are
sufficiently clear to
illuminate the
possibilities for
improvement.
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number, and the amount of the
transaction. It is simple for the issuer to
compare that information to its records to
determine if the card number is valid and if
the card's credit line permits a transaction
of that amount. The issuer also can use
sophisticated pattern-analyzing programs
that evaluate the likelihood that a
transaction is, in fact, genuine. The
software might determine that it should
question a single large dollar transaction tq
purchase an item like jewelry or a stereo
1,000 miles from the consumers billing
address, on the theory that such a
transaction would be typical for a thief.
Conversely, the software would be much
less likely to challenge a transaction to
purchase an expensive meal in the same
distant location, on the theory that the
cardholder simply might be travelling.
In response to persistent problems with
forged cards, card issuers also have
upgraded the technology of the cards
considerably. Modem cards include on
their magnetic strip an encrypted "card
verification" value. During the
authorization transaction, that value is
transmitted to the issuer, who can
determine whether the value is the correct
one for the indicated card. If the value does
not match the issuers records, the issuer
can decline the transaction. Thus, unless a
forger has access to the issuers algorithm
for allocating card verification values (a
type of misconduct that apparently has not
yet occurred), a forger cannot produce a
forged card that would pass muster in such
a transaction. This technology cannot help
issuers in transactions that occur remotely,
such as those that use credit cards to
purchase by mail order or over the
Internet. Yet in those areas issuers can
protect themselves by the relatively simple
device of limiting mailings to the
cardholder's billing address: a thief might
get the card, but he won't get a lot of
pleasure out of the card if all of the mailorder purchases are sent back to the
original cardholder.
Thus, technology-based analysis has
rendered the signature completely
irrelevant to the modem authorization
process, a development illustrated most
clearly by the almost complete
disappearance of the credit-card slip from
the clearing process for credit-card
transactions. Specifically, by the late 1990s,
less than 10 percent of credit-card
transactions were cleared through
transmission of the paper "slip" to the

issuer; the standard practice now leaves
that slip with the merchant, leaving the
process of collection to a much less
cumbersome description of the transaction
that proceeds from the merchant through
the system in a purely electronic form.
The bottom line is that credit-card fraud
has dropped significantly in the past
decade, even though the volume of creditcard transactions has been growing
significantly during that time, so that
credit-card fraud now is a lower percentage
of retail credit-card purchases than
checking fraud is of retail checking
purchases. The day is coming when it
will actually be cheaper for a merchant to
accept a credit card than it is to accept
a check.
Pricing. Another key to the rise of the
credit-card industry has been major
improvements in the effectiveness with
which issuers price credit cards. When the
all-purpose credit card first appeared in the
marketplace, the interest rates on amounts
borrowed under the card were quite high,
largely because of the difficulty that an
issuer would have in obtaining enough
information to form a reliable opinion that
any particular cardholder was sufficiently
creditworthy to justify a lower price.
Information technology, however, has
directly reduced the cost of obtaining
information about potential cardholders,
as well as the cost of analyzing that
information. Issuers now rely on
sophisticated, credit-scoring programs
developed by companies such as Fair,
Isaacs. These programs use a voluminous
database of previous credit-card
transactions to develop a model that
predicts likely repayment behavior based
on very few data points about each
potential cardholder. Using these models,
it is easy for issuers to identify with
considerable accuracy the individuals who
are least likely to default. As a result,
issuers can offer credit cards to these
individuals at rates much lower than would
have been possible even a few years ago.
Of course, the flip side of this trend is
not so sanguine, because the same creditscoring technology that helps issuers
identify the most creditworthy among the
mass of potential cardholders helps issuers
identify the marginally creditworthy out of
the same mass. And given the availability
of credit-scoring assessments of those
individuals, the issuer is now much more
confident about its ability to assess the
weakness of those individuals, and

therefore much more willing to extend
credit to them, albeit at quite a high
interest rate.
Although these transactions have been
profitable for the industry as a whole
(because the high interest more than
compensates for the relatively high rate of
default), the policy implications are
certainly not unambiguously positive. Most
obviously, many think that the end result
of this trend - a huge increase in creditcard lending to the marginally creditworthy
- has driven a significant rise in consumer
bankruptcies during the late 1990s, a rise
that is particularly troubling given the
generally positive state of the economy
during the same period.
Funding. The third area in which
information technology has reconfigured
the credit-card industry is in funding.
When the general purpose credit card first
appeared, it was issued by banks that
funded it the same way they funded all of
their lending transactions: out of their
customers demand deposits. In this area,
information technology has driven the rise
of securitized credit-card financing. That
transaction allows banks to package
together huge pools of credit-card
receivables and sell individual interests in
the pools to individual investors. Because
these transactions give credit-card issuers
access to the public capital markets, they
significantly lower the cost of the funds
used by credit-card issuers.
Although it might not be obvious at first
glance, information technology facilitates
securitization in two major ways. For one
thing, it requires sophisticated information
processing tools to identify and segregate
pools of similar receivables suitable for
segregation. Similarly, the attractiveness of
these securities is a function of the
reliability of the securities, and that
reliability is evident only because of the
ability of investors (and underwriters) to
assess the quality of the pool as a whole at
a low cost. Without advanced information
technology, neither of those tasks could be
performed at any practicable cost.

The (coming?) fall
of credit cards
None of the foregoing should suggest
that the modem credit card is the perfect
payment system. On the contrary, just as
information technology fueled the rise of
the credit card in the last three decades, it
is likely in the next few decades to bring

competing systems to the fore unless the
credit-card industry adapts to the dynamics
of economic activity in the 21st century.
Although any discussion of these new
systems is largely speculation at this point,
the difficulties with existing credit-card
systems are sufficiently clear to illuminate
the possibilities for improvement.

Stored-value cards for retail
transactions. The first venue at which
credit cards face a challenge is at the retail
point of sale. Notwithstanding the
advantages discussed above, credit cards
have two serious problems for modem
point-of-sale transactions. The first is their
dependency on a contemporaneous on-line
telephone connection to conduct the
authorization transaction that is so crucial
· to the systems protections against fraud.
These connections impose a significant cost
on transactions that use the system, both
because of the time required (20-40
seconds for each transaction) and because
of the costs of maintaining a separate
telephone line for each cash register. These
costs are particularly high for locations
(like grocery stores and pharmacies) that
depend on a high volume of transactions
with relatively low average sales amounts.
The second, related, problem is the
need for the networks that clear credit-card
transactions to impose a per-transaction
fee, currently in the range of a dime.
Although this seems like a small amount in
the context of a $50 grocery purchase, it
more or less rules out the credit card as a
device for small-dollar transactions at
locations such as vending machines
and parking meters. Essentially, the
problem is that the clearance networks on
which credit cards depend are (at least in
their current form) too cumbersome to
accommodate these smaller transactions.
The primary technological response to
these problems is the "smart" stored-value
card: a credit card-like device enhanced by
the addition of a powerful computer chip.
Because this chip can include data and
programs of much greater volume and
sophistication than those that can be
etched into the magnetic strip of a standard
credit card, the chip allows the card to
become self-authenticating, thus bypassing
the need for an on-line contemporary
authorization.
Essentially, the card carries around in its
computer chip securely encrypted evidence
that the card is authentic, as well as
packets of data that reflect funds that the
customer previously has loaded onto the

he primary
technological response
to these problems is
the "smart" storedvalue card: a credit
card-like device
enhanced by the
addition of a powerful
computer chip.
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card (either at a bank-provided terminal or,
in the near future, by a bank connection
provided on the customer's home
computer). When the merchant's terminal
examines the card, it can determine that
the card is authentic and remove the
appropriate value from the card - all
without any remote telephone connection,
and all within about five seconds. The
merchants terminal obtains reimbursement
for the stored-value card transactions by
sending its records of those transactions
periodically to the card issuer.
Notwithstanding these possible
advantages, it is not at all clear that storedvalue cards will obtain a substantial portion
of the credit card's retail market share.
Stored-value cards remain something of a
novelty in the United States, limited for the
most part to "closed" systems such as
university and corporate campuses. But
they already have caught on quite broadly
in Europe, apparently because the less
reliable telephone systems in Europe never
facilitated the market penetration that
credit cards have obtained in this country:
Moreover, stored-value cards seem to be
catching on in broader applications in this
country, especially in areas where credit
cards are impractical. Several cities (Boston,
and perhaps Ann Arbor) are in the process
of installing stored-value card readers on
their parking meters, which could lead
fairly rapidly to acceptance of the cards by
merchants more generally.

Electronic money for Internet
transactions. The second arena in
which credit cards face a challenge is in the
burgeoning market for Internet-based
electronic commerce. In the current
market, credit cards are undisputedly the
mechanism of choice over the Internet,
capturing about 90 percent of transactions.
Nevertheless, as with retail transactions,
some obvious problems with credit cards
put them at risk in that context as well.
The first problem is the reality that credit
cards are quite risky for Internet
transactions, for the same reason that they
are risky in mail-order transactions. The
impossibility of any face-to-face meeting
makes it much easier for a purported
cardholder to defraud the merchant and
almost impossible for the merchant to
apprehend the "fraudster." Moreover, even if
the true cardholder in fact authorizes the
transaction, it is relatively easy for the
cardholder to disavow the transaction by
denying its identity. Indeed, current FCC
rules do not allow issuers to challenge
cardholder attempts to disavow Internet or
mail-order transactions. The end result is
that the credit card is an expensive payment
device for the on-line merchant: the creditcard networks impose charges in the range
of 2 percent of the transaction amount to
process the payment, on top of which the
merchant retains the risk of losing the entire
payment if the transaction is disavowed.
Additionally, as mentioned above, credit
cards are not cost-effective for very small
charges. Many experts expect that the next

few years will spawn a large number of
very low fee information merchants,
charging pennies a transaction for items
ranging from news stories to weather
information to (most importantly) up-tothe-minute sports information. For those
"micro-transactions," a dime-pertransaction charge is prohibitive. Of course,
the merchants could impose flat monthly
fees or aggregate single-transaction charges
and bill customers once a month, but if
they want to charge contemporaneously on
an item-by-item basis, they cannot proceed
until a cheaper payment device emerges.
The apparent solution is some form of
"electronic money" that functions much
like the smart card in the sense that it
converts "value" into digital packets
("ecoins" is the terminology of the most
successful system to date) that the
merchant can examine and accept as cash
at the time of the transaction.
This solution solves both of the
problems that limit the effectiveness of
credit cards in the Internet market. First, it
is perhaps the safest of all payment
systems. Because of the highly
sophisticated encryption employed by the
systems currently in operation, the chance
of fraud is quite small. Moreover, because
the system offers a payment that is final at
the moment of the transaction, the
merchant bears none of the risks of
disavowal that affiict credit-card
transactions on the Internet. Similarly,
because the system operates on an entirely
electronic basis, the per-transaction clearing

costs are nominal; designers expect that the
systems will not charge per-transaction fees
even on the smallest of transactions.
As an added bonus, electronic money has
considerable privacy-related advantages over
the credit-card system. One common
concern about Internet commerce is the
ability of financial institutions to collect and
distribute information about their customers
that will facilitate the creation of consumer
profiles of a daunting level of detail.
Concerns about data privacy already have
caused the European Union to promulgate a
prominent data-privacy directive that limits
the ability of merchants to resell such
information. Consumer advocates, however,
remain concerned (particularly because of
the limited regulation of such matters in the
United States).
The advantage of electronic money is
that it is "payor anonymous." What that
means is that when a bank receives
electronic coins from a merchant, the bank
cannot tell which customers gave the coins
to the merchant. Thus, unlike the situation
in credit-card transactions (where issuers
have detailed information about each of
their customers' transactions), an electronic
money system provides the issuer no
information about each customer other
than the date that it converted funds from
its regular account into electronic money
It is much too soon to tell whether
those advantages will lead to a substantial
role for electronic money It has been
successful in test markets in Finland and
Australia, but was not widely used in a test
by a small bank in the United States. Much
of the potential advantage of electronic
money could be dissipated if credit-card
networks enhance the efficiency of their
clearance systems and adopt voluntary
privacy restrictions. But neither of these
actions seems likely at this time.
Only time will tell if electronic money
or stored-value cards displace the credit
card as the non-cash payment device of
choice in modem retail transactions. But
one thing is certain: advances in
technology will change our payment
mechanisms just as quickly in the future as
they have in the past. And credit-card
networks will survive only if they take
advantage of technology to improve their
systems just as rapidly
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